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Bbinyck 1 06cnyKnsaHne
cepTUhUKATOB KAYen
3N1eKTPOHHON NoANMCH

UHCcmpyKyusa no ycmaHoeKe npo2pammel
Kpunmolipo CSP 3.6
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1. CAUT KPUMTOMNPO. KAK CKAYATb HY}XHbI AUCTPUBYTUB NPOrPAMMbI KPUNTONMPO CSP 3.6

[na yctaHosku Kpuntolpo CSP 3.6 3aaute Ha caT npoussoautens http://www.cryptopro.ru/

Bbibepute Mpoayktbl~> CK3U «KpuntoMpo CSP/TLS/JCP - KpuntoMpo CSP (cm puc.1)

& Be6 | cryptopro.ru

KPUNTO
@ 1PO KPUMTO-MPO

0 B 33Wmre uHdopMauMm

O komnaxum Mpoayxrel Yenyru Pewenua Mognepxxa | Mpuobperenue

N CK3WM «Kpunrofpo CSP/TLS/ICPs mmdp  Kpunrollpo CSP
WindpacTpyxTypa oTkpaTaix kmovei (PKI) Kpunrolipo JCP
Kpunrofipo YU Kpunrofipo TLS
NAKM HSM 3arpysxa daiinos
AononHirensroe N0

)

Arnuxc YU

KpunToflpo 3UN

CK3W co cmapTxapTamu it USB-xnovamu
Kpunroflpo Psec

NpoayxTs: napTxépos

Ceprudunxarn

Cangerenscrea va N0
Puc.1 MasHas cmparHuya calima http://www.cryptopro.ru/

Bbibpas Kpuntolpo CSP, nonagaem Ha cneaytouyto cTpaHuuy (cm puc.2) ¢ obbAcCHeHMEeM Kak 3arpysutb
ANCTpnbYTMB. Ycnosuem nonyyeHma auctpmnbytnesa Kpuntolpo CSP 3.6 asnaeTca npeasaputenbHas
perucTpauus Ha caite http://www.cryptopro.ru/



http://www.cryptopro.ru/
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KPUNTO
> NnPO KPULILIO-MPO

) lnaeHan
KNy ceere=mrreB 0 B 33WWTE MHQOPMALMK

O komnaHww MNpogyKTel Yenyrm Pewenus Moggep#ka | MNpuobpetenne

[magxHan = Kak 3arpysuTe gUCTpuiyTHE?

Kak sarpysutb guctpudyTtus?

BHUMAHWE OOCTYN OrPAHWYEH: Mony4eHWe OUCTPUEYTHECE BO3MOMHO TONLKD NOCNE NpE0EAPMTENEHORA
DETWCTRAUWMW. ECNW Bbl ABMNAETECE 33pETMCTPMPOBAHHLIM NONB30BATENEM, EOAONTE N00 BAWER VYETHOR
JANUCEK W NOBTORWTE OEACTEME.

MonyyeHWe OWCTPWUEYTUEOE BOIMOMHO TONLKD NOCAe NpenEapUTenbHOR PErMCToaLNK. ECni Bel AENASTECE
3AperuCTpUpoOBaHHEIM NONB30BATENEM, BOWOMTE NoO BaW el yUETHON 33NNCHHD 1 NOBTOpWUTE HEHCTEHE.

AnA WTaTHol 3KCNAyaTaunn cpeacTe KpunTorpadnyeckoi 3alwmTel MHopMauuy (CK3K), K KoTopkIM 0THOCATCA
Kpuntolpo CSP w Kpuntollpo JCP, atw cpencrea gon#sHel ObITE YCTAHOBNEHE! C QMCTRMEYTHMER, NONYYEHHOMD ¥
NEPOW3BOONTENA MNK ¥ obMUMaNEHOro Ounepa NPOW3B0OUTENA HA MATEPWANEHOM HOCUTENE.

= Crpannua gna neyat

Puc.2 CmpaHuya caiima «Kak 3a2py3ums oucmpubymug?»

MepeianTe K NpesBapuTENbHOMN PErUCTPALMU, HAXKAB CCbIIKY NPeABapUTEe/IbHOW PErucTpaumnn Ha

CTpaHuue.

3anonHuTe Bce Noasa B GopMe 1 HaxkmuTe «Perncrpaums»

Ha cneaytowei ctpaHuue BbibepuTe

= 3arpyaka dalinos (cm puc.3)
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SMMCTPALMA YCNewHa. Bel MoxeTe BOATH.
C uero HauaTb?
KnuenTamM MpasoBana wHhopMaLKMA PazpaboTunMkam
» [MpooyeTel » Bxog onA gunepol (MHGopMagna)
» darpyaka dannoe » KOHTaKTHaA WHopMaLKA
» PopmMa 33Ka308 » Cxema npoesga

» Mopgoep#kKa

» OfyyeHue

Puc.3 CmpaHuya calima «C ye2o Ha4amo ?»

Bblbrpaem Hy»KHbI NPoAyKT (cm puc.4)



maexans * Nogoepscka = LEHTD 3arpyskm

LleHTp 3arpysku

MepeiiTv K 3arpyake (ainoe AnNA yKa3aHHOro NPOAYKTa:

Kpuntollpo ¥

-
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Mopgaepxka
YacTo 3apaeaeMele sonpocel (FAQ)
LokymeHTaumnA
JaKkoHoOaTenbCcTeo

PykoeofcTea paspaboTumka

+ Kpuntollpo Revocation Provider Monck
+ Kpuntollpo TSP Server Cehinkn
+ Kpuntollpo OCSP Sewver Craten
+ Kpuntolpo 3UN SDK SSPI

-

Kpuntolpo OCSP SOK

Kpuntolpo TSP SDK

Kpuntolpo JCP

CK3W co cmapTkapramn u USB knrouamn:

CAPICOM

-

-

CryptoAP|

-

WcTpyMeHTapuii pazpafoTunka

WMcTpyMeHTapuid paspafoTunka

CoeeTel pa3paboTynkam

+ Maructpa CSP

Lintbpoeoil cepTudukaT

» Kpuntolpo eToken CSP
» Kpuntollpo Pytokes CSP

Yro Takoe PKI

Dopym

-

Kpuntolpo Office Signature
Kpuntolpo EFS
Kpuntollpo IPsec
Kpuntollpo Sharpei

-

-

-

OMCTPUBYTUELI NPOAYKTOR:

» Ouetpwbytue Kpuntollpo Winlogon w Kpuntolpo EAP-TLS;

+ [uctpubytua Kpuntolpo JCP w Kpuntolpo JTLS

Puc.4 CmpaHuya calima «LjeHmp 3az2py3Kku»

MpoyTnUTe AnueH3noHHoe cornawenune. Ecam Bbl cornacHbl, TO HAXXMUTE KHOMKY

COMEaceH CIWUEHIA0HHEIM COrmaweHnam. MapaiTy ¥ 3anpyade,

BHIWATENDBHO U3HAKOMBIECD> U JINUEHIMOHHLM
CONAWENNEM FA MCIOILIOSAMAE U3LEAME

TMUEH3IAOHMOE COrNABEMME
1. Tepwuns n uopegensrng.

1.1. HocToauee flnaensvomos coraswerms asnactcs ofusn opepTor 000 “Kpwnro-Tpo™
v MlonosoBaTerem - $NBVYECKAN MAN MPVAANECKAV AvucM, HacToawee /MuzH3non-0e
|COrNOWCHHE D CAYNIC COMNOCHA, DWEAXCHIOMD O GOEME MONYDIKMA O TCHCHMM 7 QHeA C
MOMEHTE NEUCEpRTexHA M3Rennn, B COOTBRTCTEMM CC oT. £33 MK PO wveeT Cway

AOrOBODA.

1.2. Non Vs eases noWvsseTCS KOWARKC Nparpasas ans 3BM, sxeova’ waocurena »
JUKyNeR T auMo, <OOpsit sEnseon oEnex 0N ABTUPCKOIU IpaNd K OXPANNSTOR SAKOHUM.

'1.3. Desac 6 TEKCTE NOA CADBOM 'COKYMSHTOUNA" MOAPASYMEBANTCS NEMITHHC
METEPHANN W FOTWTEAN, < IHE ROKYMEHTOWMO B SNEXTPOHHEM Enge. foxymeHTauna
ADNACTCA HCOTLEMACNOM Y Haacans.

¥ comeceH CIIHUSHIAOHHEIM COMMaWBHNEM. TTEparTH K 3arpyaxe

Puc.5 CmpaHuya calima ¢ onucaHuem AUYEeH3UOHHO20 co2aaweHus

~6~

-
=
B
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CKauaiiTe AMcTpnbyTNB, NOAXOAALLMNIK Baluel onepalMOHHOM cucTeme KomnbioTepa (cm puc. 8)

Kak onpegenutb TMN onepauMoHHOK cucTembl?

MpaBoli KHOMKOW MbILLIM NO APAbIKY Ha pabouyem ctone «KomnbioTep» . OTKpoliTe CBOUCTBa

Nnn Nyck 2 KomnbloTep 1 nNpaBoit KHOMKOW Mbllwn OTKpoiTe CBolcTBa (Ccm. puc 6)

l—1
Komnerotep
1E. 1C Mpeanpuatue g OTKpbITE
Manens ynpasne @u YnpasneHme
H TeamViewer 7
— Ycrpoitctea w np MNogknounTs CETEBDR AWCK...
|f_ﬂ Microsoft Office PowerPoint 2007 r OTKAHYNTE CETEEDA ANCK...

Mporpamme: no |
v Otobpaxars Ha paBouem cTone

el

s Kanekynatop
_— Cnpaska n noaae Mepenmenosate
FEE Microsoft Office Excel 2007 r
» Bce nporpammel
| Halimu npoeparmb u ghalins 2 | Jaseplienne paboTel .

Puc. 6 MeHio «[llyck» Bawezo komrnsromepa
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e T T BB e

g Q - a « Bce anemenTbl naHenn yn... » Cucrtema v i
9 -

Tun cuctembr: 32-paspsagHas onepauuoHHan
cUcTeEMa

Puc.7 MaHens ynpasneHua \ Bce anemerHmesl naHenu ynpasaeHus \ Cucmema

O6paTMTer K CUCTEMHOMY aAMUHUCTPATOPY, €C/n y Bac BO3SHUKAM CIOXKHOCTU C onpegeneHuem tmna
OI'IepaLI,MOHHOﬁ Ccncrembl.

Kakue onepauunoHHble cuctembl Windows 6biBatoT?

32-paspsaaHan onepaumoHHasa cuctema = Ckaumsaiite KpuntolMpo CSP 3.6 R2 KC1 win32(Pycckuit)

64-paspaaHan onepaumoHHasn cuctema = Ckaumsaiite KpuntolMpo CSP 3.6 R2 KC1 win64(Pycckuii)
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Kpuntollpo CSP 3.6 R2

CepTu@uunpoBaHHaA BepocnA KpunTtollpo C3P 3.6.6487.

CepTHUKaT cooTEETCTENA CO114-1542 o1 "04" okradpa 2010 r. JefcterTensad 0o 04" oktAGpA 2013 1.

* JoKyMeHTaUWA No ycTaHoBKe W ncnons3osaduio Kpunrollpo CSP 3.6 R2 (ZIP. § ME)

Ana Windows 32 (2000 Professional, 2000 Server, XP, 2003 Server, Vista, 2008 Server, Windows 7).

* Kpuntollpo CSP 3.6 R2 KC1 win32 (pycckui)
+ Kpuntollpo CSP 3.6 B2 KC1 win32 (aHrnuiceuii)

Ana Windows x64 (P x64, 2003 Server x64, Vista x64, 2008 Semver x64, Windows 7 x64 w Windows 2008 R2

* Kpuntollpo CSP 3.6 R2 KC1 x64 (pycceuit)
* Kpuntollpo CSP 3.6 R2 KC1 x64 (aurnuickui)

Puc.8 CmpaHuya calima ¢ sepcuamu Kpunmollpo 3.6 0414 pa3Hbix munos cucmem

CoxpaHuTe gUCTPUBYTUB HA CBOM KOMMbIOTEP KHOMKOM «COXPaHUTb»

JanycTuTe dain
] Mma:  csp-ubd-kel-rus.msi (7,5 ME)
I’-E: Tun:  TNaker yerancewmka Windows

WMcrounme  cryptopro.ru

HeT gaHHex o BesonacHooT $aina. Bel AeACTEMTENBHD XOTHTE
3arpy3nTe ero’?

Janyck “ CoxpaHnTe ” OTtmena ” Cnpaeka

Puc.9 OkHo coxpaHeHus ¢halina
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2. YCTAHOBKA NMPOrPAMMbI KPUMTOMPO CSP 3.6 HA KOMIMbIOTEP

2.1. Mpoepamma ycmaHoeKu KPUMTOIPO CSP 3.6

3anycTute ckayaHHbI gucTpnbyTne nporpammbl Kpuntolpo CSP Bepcum 3.6

-
jy Ycraroska "Kpuntollpo CSP*

Bac npuBeTCTBYyeT NpPorpaMMa yCTaHOBKH
"Kpuntollpo CSP"

MporpaMma yCTaHOBKKM NPeA0CTaBUT BOSMOXHOCTD M3MEHWUTD,
WUCNpaBuTb MK yaanuTb “KpunTolpo CSP", Ana
NPOAOIDKEHUA HEKMUTE KHOMKY “fanee”,

Kpunrolipe CSP
3.6

Puc. 10 lNpoepamma ycmaHosKu Kpunmollpo

Haxxmute "Nanee"

~ 10 ~
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2.2 JluyeH3UoHHoOe coanauwieHue

MpounTainTe NMLEH3NOHHOE CornalleHue

ier YcTaHoeka K pHnTollpo CSP }
"HHEH3HDHHDE CornamweHHe

HDH{EJ'I':."ﬁCTEI_, EHHM3TENEHD NPOYTHTE CNEAYHIWEE NHMULEHSHOHHOE
Car nalweH|e,

BHMMATENBHC O3HAKOMBETECE C NMLEHS MOHHBIM COTNALLEHIER HA, |
MCNoNE3OBAHME M3 0ENKMA |

NWUUEH3WOHHOE COIMALIEHWE
1. TepMUHBI W oNpeleneHua

1.1. Hactoawse JMUEHZMOHHOE COrMAWeHME ABNAETCA obwel odepTol mMexgy Q00
"KPWMATO-MPO" W MNonesoBaTenem - GUSHYSCKAM MAM KpMLHYeCKHM AUom. HacToawes
MWUEHSKMOHHDE COTMAWEHWE B CAyYae COMSCHMA, BBIPEKEHHIMD B GOpME MONYSHWA B
TEYEHWME 7 OHEM C MOMEHTA MPMOSPETEHMA NMPaEa Ha WCNONEsOBaHWE Msgenda, B
COOTEETCTEMY co CT. 433 TK PO WmeeT C1ny A0roEBopa.

1.2. Maog Kagenden NOHMMSETCA NpORamakoMnness npopsmm gna 3860, Brknodaa
HOCUTENM 1 LOKYMEHTALMID, 36 TORCKWE NPSES HE KOTORBIE NpMHERNERET OO0 kP HMTO- [ |

(%) NpMHMMAFD YCNOEKS NALEHEHOHHOr O COr NALIEHME

O HHe MNPHHHMaHD Y CN0OEHA NMUEHZHMOHHOrO CornaweHHA

= Hazan ]uanee = J [ OTHEHS

Puc. 11 /luyeH3uoOHHOE cozanaweHue

Ecnv Bbl npMHUMMaeTe ycaoBua, To BbibupaliTe "A NpUHMMALO YCNOBUSA IMLEH3MOHHOTO cornaweHms".
Haxkmute "Oanee".

2.3 Bg00 nuyeH3uu Hda npodyKm

BBeauTe CepUinHbIM HoMep NPOAYKTa, NepenaHHbli CepBUCHbIM LeHTpoM ekey.ru. Bbl MoyKeTe He BBOAUTb
NIMLEH3MIO U NPOAO/IKMTb YCTaHOBKY NporpaMmsl, nporpamma byaet pabotats B TedeHue 30 gHel.

~11 ~
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i& YoraHoERa S primolipo’CSP=

CBeAeHMA O NONL30OBATENE

YEamHTE CEEAEHHA O cebe.

MNonezoEaTens:

|Nan'|e

OpraH|sanHa;

|Drganizatiu:un
CEQHAHEIA HOMEP;

BEEAMTE CEPHAHEIM HOMED, COOTEETCTEYHILLMA MHMULEHZHOHHOMY COrNaWEHHHD,
Bes 38A3HHOMD CEPHAHOND HOMERA CPOK ASACTEMA NPOAYKTS TEH MECALE,

X

[ = Hazan ]uanee = l [ OTHEHS

Puc.12 OKHo 88004 nuyeH3uU

Haxkmute "Oanee".

2.4 Bbibop suda ycmaHoeKu

[ns paboTbl C 9/1E€KTPOHHOM NOANUCHIO A0CTaTO4YHO "Ob6bI4HOM" YCTAHOBKMW.

& YCraHoBka K puniolipo’C5P=

B1A ¥YCTaHOBKM

BbIEDD HaHbonee Noax0AALErD BMAS YCTAHOEKH,

BLIOEDMTE EMA YCTAHOBKH,

By AET YCTAHOENEH CTAHAADTHEIM HAAOD KOMNOHEHT,

(") Beibopounan

KI:ITI:IFII:Iﬁ OHH 6':.".5.':."T YCTAHOENEHE!, PACCHMTAHA HA ONBITHELX

ﬁ Brifiop HeoRxXo0AMMEN: KOMIOHEHTOE NPOrpatHE! M NankH, B
Nonez0EaTENEA,

[ < Hazan ]uanee = l [ QTMEHS

Puc.13 Bbibop suda ycmaHosKuU

~ 12 ~
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Haxxmute "Oanee".

2.5 YemaHoeKa

i-zr YcTanopka “KpunTollpo CSP T
"DE“EAHHE npyaroTogeéHHA K ¥CTaHOBHE NporparMmbl

MporpaMMa roTOES K H3Yany YCTaHOEKH,

BribeprTe Tpebyerble BHONMOTEKH NDAAEEHKH (MOMHD HACTPOMTE NOSHE):

[ ]3aperkcTpHpoEaTE cuMTEEATENE "PeacTp
JApPErMCTPMPOBATE CHMTEIEATENE CMAPT-KApT

JapErMCTOMPOBATE CHMTRIEATENE CHEMHELX HOCHTEMNEMA

HammmTe KHoMEy "W CTaHOBMTE", 4TODEI HAYaTE YCTAHOEKY .

Y7ofkl NPOCMOTPETE FINH HEMEHKMTE NapaMETpRl YCTAHOEKH, HaMHTE KHoMKY "Hazan",
HammmTe KHoMEy "OTMEHE" ANA BEXDAA M3 NPOrparmel,

[ < Hazan ]i_ECTaHDBHTb i[ OTHEHA

Puc.14 [MocnedHuli sman no020moeKuU K yCmaHoeKe

OcTaBbTe Bbl6paHHbIMU NYHKTbI "3aperncTpmMpoBaTh cuMTbIBaTEIb CMapT-KapT" 1 "3aperncrpmpoBatb
CUMTbIBATE/Ib CbEMHbIX HOocuTenen'". Ecam HeobxoaMmo, TO OTMETbTE «3apPerMcTPUpPoBaTh CYMTLIBATE b
«PeecTp». Unn 3To MOKHO ByZeT caenaTtb No3Ke, NOC/Ae YCTAHOBKM MPOrpammsl.

HaxkmuTe "YcTaHOBUTL" U A0KANTECH OKOHYAHWUA YCTAHOBKM.

~ 13 ~
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Ii'-.%" Yetanopka K pHnTollporC5P=

YcraHoeka "Kpuntollpo C5P"

¥CTaHaENHEaKITCA BbIEFIEIHHbIE KOMNOHEHTEI NpOorparMel.

A0%AMTECE OKOHYAHKMA YCTAHOEKK "KpHnTallpo C3P", 3T MOMET 3aHATE
HECKONBKD MHHYT,

COCTOAHME:

EEEEEENEEENEEE RN NN RN NEERNEEEEEER J

< Hazan HAanes =

Puc.15 MHOuKamop cocmosaHuUA ycmaHoB8KU

YcTaHoBKa 3aBeplueHa. Haxkmute "loTtoBo".

Ii'-.%" Yetanopka R panrollporC5P=

MporpamMma ycraHoewd "Kpwntolpo CSP"
saBepeHa

¥WrTaHoeka "KpunTolpo CSPY wonewHo saeepweHa, HammHTe
kHoMEY “MoToEa" ANA Belx0Aa H3 Nporpatitel,

Kpuntolipo CSP
3.6

< Hazaa CoToED OTMEHS

Puc.16 YcmaHosKka 3a8epweHa

~ 14 ~
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Bam npepgnorkat nepesarpysmTtb Komnbtotep (cm puc.17). Boibepute «[Ja», nepesarpy3ans KOMnbioTep
cenyac. Unm oTnoKMTe nepesarpysky KHONKon «Het».

X

i'er CREAE HHA' O MporpaMMe YETaHOBKH R priTollporC5P=

TpefyeTCcA NepEsarpysKa CHOTEMEl, HakHTe KHOoMKY "a",
YTofkl NEPESArPYIHTE KOMABHITED CEFYac, NHao KHomky "HeT",
YTODR! BEINOMHHTE NERESArPY Y MOSHE BRYHHYHD.

j) AnA y4eTa M3MEHEHHH B HAacTpokKax KpunTallpo CSP

Puc.17 OKHo ¢ npedynpexcOeHuem nocse OKOHYaHUA YCMAaHOBKU

Ecnv Bbl XOTWUTE CreHepmnpoBaTh KoY U 3anpoc Ha cepTudmMKaT ¢ nomolbio nporpammebl CertificateRequest,
TO Nepesarpyska nocse yctaHoBkM KpunTolpo 3.6 Heobxoamma. Mepesarpysns KomnbloTep, Bbl moskeTe
NPUCTYNUTL K reHepaunu.

~ 15 ~



